AutoCAD ® drawings:
Security Issues

West Virginia Office of Miner’s
Health, Safety and Training

June 2, 2005




UtoCAD ©. the defacto mining

 Maps are comprised of layers that can be easily
manipulated

* 95%-+ of the mining industry

 Compatible with most popular GIS applications

 Maps are high precision

Disadvantages:

 Maps are comprised of layers that can be easily
manipulated




Raster Maps:

— Digital data -- picture comprised of pixels
— Examples: .PDF, .TIF, .JPG

Vector Maps:

— Digital data — drawing comprised of lines
— Examples: .DGN, .DXF, .DWG

- Hybrid Maps:

— Digital data — drawing comprised of both
raster and vector elements

— Examples: .PRJ, .DGN, .DWG
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'Using Layere

Bl Autodesk Map 3D - [C:\Drawings\2005\lickbranch2-ohmst updated 4-12-05.dwg]
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Press ESC or ENTER to exit, or right-click to display shortcut menu
*Cancel*

L|command:

1957347 4472, 437664 8541, 0.0000 ; SNAP| GRID. DRTHO| [POLAR [0sheaP [oTRACK LwT [MODEL ‘1 £153.3281

Data is kept in
layers which ca
be turned on an
off.
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'Using Layere

Bl Autodesk Map 3D - [C:\Drawings\2005\lickbranch2-ohmst updated 4-12-05.dwg]
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Press ESC or ENTER to exit, or right-click to display shortcut menu
*Cancel*
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[ Autodesk Map 3D - [C:\Drawings\2005\lickbranch2-ohmst updated 4-12-05.dwg]
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Importing .DWG Data into GIS
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DWG draWing_s are ea

Digital vector drawings present specia
and drawing integrity concerns that raster
drawings do not.

Main Advantage:

 Maps are comprised of layers that can be easily
manipulated

Main Disadvantage:

 Maps are comprised of layers that can be easily
manipulated




The “Dark Side”. . .

* Proprietary information can be stolen at the
push of a button

» Hidden layers can be viewed an misconstrued

* Engineering consultants lose leverage for payment

» Like hanging out one’s dirty laundry







« Create new drawing w/o proprietary layers




« Create new drawing w/o proprietary layers

e DWEF files




e Create new drawing w/o proprietary layers

e DWF files

e Third-party lock software: CadLock, etc.




Create new drawing w/o proprietary layers

DWEF files
Third-party lock software: CadLock, etc.

Digital signature
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Stadium South Elevation. dwg Properties

General | Digital Signature |Summar_l,l|

i The digital zignature iz walid.

The file haz not been modified zince zigned.

- Drigital 1D
Signed by;

IJu:un S mith

Other figlds:
Subject

Yalues:

WenSign, lne.

WerSign Trust Wetwark

e verizign, comdrepositary/A P Incorp. by Bef, LIAB.LTD[z]38
Ferzona Mot Walidated

Digital 1D Clazz 1 - Microsaoft

Comment;

Thiz Digital Signature iz an example of the secunty technology built into

thiz AutoCAD product. To digitally sign pour own drawing files, gotothe
AutoCAD menu and select the following:

File » Sawve Az » Toalz » Security Options

w
Signature date and Hme: Tirme service uzed:

0E:54 AM Pacific Standard Time Ir‘u:laru:ls and T echnology [time. nist. gov]

] j[ Cancel ] Spply




Create new drawing w/o proprietary layers

DWEF files
Third-party Lock software: CadLock, etc.
Digital signature

FOIA exemption




« DWG drawings are a powerful
source of map data

e 2-edged sword

« Agencies must strictly limit
distribution

* FOIA exemption recommended
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